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a. ACBM background information

ARIE Capital is the first independent Financial consultancy and Investment Advisor to have created a triangular Wealth Management and Investment platform in between the UK, Asia and the Middle-East offering an innovative and Entrepreneurial approach in providing Financial Services. 

ARIE Capital has already developed a presence in key cities over the World, including London, Paris, Los Angeles, Tel-Aviv and Beijing.
 
The Group’s objective is to offer customised financial advice wherever the clients are located globally, using innovative Financial Technologies (FinTech) around a highly versatile Wealth Management platform. 

This includes developing ARIE Capital Investment (ACBM) Ltd as the Groups central asset management hub offering a range of investment banking services including initially Investment Advice, Asset Management, Investment and Fund Services, Investment Trading, and the Distribution of Financial Products. 

ARIE Capital also intends to use its unique access to start-ups and technologies to create, within the Investment Bank headquarters in Mauritius a Technology Accelerator and a seed VC Investment vehicle.

CEO Mission Statement: 

ARIE Capital is making cross-border Investment a reality for its clients already in China and in the UK, especially for those who did not have previous access to International Financial products. 

ARIE Capital is a fast-growing Financial Services and Asset Management institution which has been able to establish a global presence in less than 3 years and expect to triple its Assets Under Management (AUM) by the end of the year. 

The Investment Bank in Mauritius will allow our Group to offer an end-to-end integrated Financial consultancy to Clients worldwide and on a much larger scale. 

ARIE Capital Group is definitely committed to creating value in Mauritius, as the Pivot for its operations globally, job creation and bringing in innovative technologies.






b. CCHQ background information: 

Cyber Capital Partners Limited (Cyber Capital HQ - CCP), established in March 2016, is a strategic consulting and advisory firm in cyber and data intelligence solutions and digital transformation.  

CCP advises organisations of all sizes in cost-effective re-engineering of their processes to achieve maximum business performance and productivity while mitigating strategic, financial, operational, regulatory compliance, reputational and cyber risks.

These goals are achieved through the application of proprietary tools and cutting-edge technologies using our expertise in artificial intelligence, automation, infrastructure strategy, virtualisation and digitalisation, holistic Cyber Security, compliance and transformation programmes.

CCP has four main business lines:

1. Consulting and advisory services in cyber security and compliance

2. VAR / Value Added Reselling of cyber security and related technology solutions together with the corresponding integration, training and advisory

3. Resourcing: positioning hands-on resources and expertise to meet customers’ needs and requirements as well as training an existing IT workforce in upgrading their cyber security skills.

4. Product development: research and development on next-generation cyber security and compliance technology products

CCP aims at implementing holistic cyber security solutions to reduce the likelihood of a breach and impact in case of a breach while reducing costs and bringing financial and operational benefits by reducing operational risks, internal and external risk and complying with the latest regulatory requirements in data protection and compliance.

CCP consulting methodology follows a top-down approach, from strategic cyber risk assessment, gap analysis down to the implementation and integration of carefully chosen cyber-security and related solutions and the definition of a well-structured information security policy.

Please see Annex I and II for more details on Cyber Capital Partners Methodology and its Technology Solutions.









c. Project scope: 

· Strategic risk assessment: 

· Assess cyber security posture
· Cyberattack readiness and response assessment

· Develop security controls to identify vulnerabilities, devise practical recommendations for mitigation. 

· Editing an information security policy, documenting processes and security controls. 

· Design the digital strategy and transformation that addresses: 

· People, processes and technology
· Security best practices in software development and deployment 
· Infrastructure and architecture security for high performance
· Business process optimisation
· Application security

· Vulnerability assessment and scoring technology to evaluates the company's security posture as well as that of its vendors and third-party suppliers. 

· Ongoing security monitoring and regular infrastructure and application penetration testing. 

· Minimising external risks such as litigation risks, regulatory fines, data and compliance breaches. 

· Implementing holistic cyber security solutions to: 

· Reduce the likelihood of a breach and impact in case of a breach
· Secure data, business operations, IP, employees, shareholders’ interests through implementing intelligent data architecture, AI, data automation, virtualisation and digitalisation adapted to business needs. 

· Mitigating internal risks and insider threats. 

· Address data compliance and GDPR issues. 

· Multi-factor authentication, access control, e-banking security

· Security for cryptocurrencies trading platform and related cryptocurrencies technologies.



d. CCHQ proposed approach with ACBM: 

CCP Partner and Consultant have been involved with ACBM and 47 on the compliance, security and digital transformation programme since mid-February 2018. 

We are approaching compliance, security and digital transformation in a holistic way across ACBM platform and infrastructure, taking a top-down approach and particular considerations to the infrastructure and application aspects of the project. 

In the first phase of the project, we have defined and established a number of frameworks and methodologies that should be applied for the good conduct of the compliance, security and digital transformation programme. 

Those frameworks and methodologies consider the people, process and technology elements as well as give emphasis to risk management, in particular which relates to third-party and fourth party risk considering that the weakest link in the security value chain often comes from the people and third-party providers. 

As a result, ACBM has strong processes and methodologies to evaluate and mitigate that risk and possibly embed security and compliance criteria in the contracts and legal agreements it would establish with third-parties. 

The following frameworks have been developed: 

I - Infosecurity and Compliance: 

1. CIS Controls:
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Figure 1: CIS Controls list 
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Figure 2: CIS Controls prioritised list as it applies to ACBM (priorities agreed and defined during the August Workshop with 47) 

The CIS Controls are a prioritized set of actions that collectively form a defence-in depth
set of best practices that mitigate the most common attacks against systems and
Networks. 

They are organised around three pillars: 

· Basic Controls 
· Foundational Controls 
· Organization Controls 

Each of those controls is composed of a subset of sub-controls (on average 10 sub-controls per main control for a total of 200 sub-controls) that we address specifically and individually by making recommendations on frameworks, methodologies and technologies to evaluate the particular sub-control and how it is applied within the context of ACBM infrastructure. We have worked collaboratively with 47 and ACBM on those recommendations and documented them in a detailed CIS Controls document. This is an ongoing process which also ties into the choice of technologies that we are considering to address in the best possible manner certain controls/sub-controls of the CIS recommendations. 

As part of this initiative, it is worth mentioning that the five critical tenets of an effective cyber defence system as reflected in the CIS Controls are:

Offense informs defence: Use knowledge of actual attacks that have
compromised systems to provide the foundation to continually learn from these
events to build effective, practical defences. Include only those controls that can
be shown to stop known real-world attacks.

Prioritization: Invest first in Controls that will provide the greatest risk reduction
and protection against the most dangerous threat actors and that can be feasibly
implemented in your computing environment.

Measurements and Metrics: Establish common metrics to provide a shared
language for executives, IT specialists, auditors, and security officials to measure
the effectiveness of security measures within an organization so that required
adjustments can be identified and implemented quickly.

Continuous diagnostics and mitigation: Carry out continuous measurement to
test and validate the effectiveness of current security measures and to help drive
the priority of next steps.

Automation: Automate defences so that organizations can achieve reliable,
scalable, and continuous measurements of their adherence to the Controls and
related metrics.

As can be seen in Figure 2, Application Software Security is a top priority control among the 20 CIS controls. Please refer to the application security testing report on the methodology we used to approach application security testing together with the technology that we tested and the recommendations that we are making. 


2. CAIQ questionnaire:

The CAIQ questionnaire (Consensus Assessment Initiative Questionnaire) is a good complementary framework to the CIS controls. A Lack of security control transparency is a leading inhibitor to the adoption of cloud services. The Cloud Security Alliance Consensus Assessments Initiative (CAI) was launched to perform research, create tools and create industry partnerships to enable cloud computing assessments.
 
About CAIQ
The CSA is focused on providing industry-accepted ways to document what security controls exist in IaaS, PaaS, and SaaS offerings, providing security control transparency. CAIQ, by design, is integrated with and will support other projects from our research partners. The CAIQ Questionnaire is available in spreadsheet format, and provides a set of questions a cloud consumer and cloud auditor may wish to ask of a cloud provider. It provides a series of “yes or no” control assertion questions which can then be tailored to suit each unique cloud customer’s evidentiary requirements.
This question set is meant to be a companion to the CSA Guidance and the CSA Cloud Controls Matrix(CCM), and these documents should be used together.  This question set is a simplified distillation of the issues, best practices and control specifications from our Guidance and Controls Matrix, intended to help organizations build the necessary assessment processes for engaging with cloud providers.  The Consensus Assessments Initiative is part of the CSA GRC Stack.
The Cloud Security Alliance Cloud Controls Matrix (CCM) is specifically designed to provide fundamental security principles to guide cloud vendors and to assist prospective cloud customers in assessing the overall security risk of a cloud provider. The CSA CCM provides a controls framework that gives detailed understanding of security concepts and principles that are aligned to the Cloud Security Alliance guidance in 13 domains. The foundations of the Cloud Security Alliance Controls Matrix rest on its customized relationship to other industry-accepted security standards, regulations, and controls frameworks such as the ISO 27001/27002, ISACA COBIT, PCI, NIST, Jericho Forum and NERC CIP and will augment or provide internal control direction for service organization control reports attestations provided by cloud providers.
As a framework, the CSA CCM provides organizations with the needed structure, detail and clarity relating to information security tailored to the cloud industry. The CSA CCM strengthens existing information security control environments by emphasizing business information security control requirements, reduces and identifies consistent security threats and vulnerabilities in the cloud, provides standardized security and operational risk management, and seeks to normalize security expectations, cloud taxonomy and terminology, and security measures implemented in the cloud.
The CSA CAIQ questionnaire is oriented around the following dimensions: 
· Application and interface security (data security / integrity) 
· Audit Assurance & Compliance 
· Business continuity Management & Operational resilience 
· Change control & Configuration Management 
· Data Security & Information lifecycle management 
· Data Centre Security 
· Encryption & Key management 
· Governance and Risk Management 
· Human Resources 
· Identity & Access Management 
· Infrastructure & Virtualization security 
· Interoperability & Portability 
· Mobile Security 
· Security Incident Management, E-Discovery & Cloud Forensics 
· Supply Chain Management, Transparency and Accountability 
· Threats & Vulnerability Management 

3. Information Security Policy and Risk Management:

From a compliance, security and audit perspective, an Information Security Policy is a necessary building block of the security, compliance and risk management program. In particular, any audit of ACBM would have to go through a properly documented information security policy. Consequently, editing and updating regularly an information security policy in accordance with the following objectives is a prerequisite to any compliance and information security program: 

·   	Objective 1:
o   Mapping and testing of security controls:

1. 	We analyse the existing security controls of using the CIS (Centre for Internet Security) methodology based on 20 fundamental technical, functional and organisational controls as well as the CAIQ Questionnaire. Each control contains about 5 to 15 sub-controls for an average of 200 sub-controls across the twenty CIS head-controls. For each and every of those controls, we make a number of recommendations on the frameworks as well as technologies that should be implemented to address controls throughout programme management and implementation.
 
·   	Objective 2:
o   Enhancing Cyber Security and Compliance Posture:

1. 	Mapping and testing allows us to identify the gaps in the security and compliance posture and make recommendations to strengthen where weak areas have been identified in the controls. For this purpose, we may use technologies such as Alert Logic, Splunk, Balbix, Jask, Qualys, Cylance, IBM Q Radar, 3GRC, Risk IQ, Illusive Networks, EnSilo, Cloudistics etc… By using those technologies, we would be able to derive metrics such as a risk map in real time of all vulnerabilities within our assets, doing automatically an asset inventory of hardware and software assets, identifying the risks and impact (risk and likelihood). We attach particular importance to endpoint security, application security testing, infrastructure security, security incident and event management, and threat intelligence. 
·   	Objective 3:
o   Evaluating the security and compliance posture of third-parties:

1. 	We would conduct this evaluation through online questionnaires using such technologies as 3GRC which allows to assess the security and compliance posture of our third parties

o   Third-party risk management is a complex area in itself which requires a special and particular attention, considering that the weakest link in the security supply chain often comes from third parties and the human element within the supply chain. 
 

·   Objective 4: Compliance with GDPR 

o   Deploy and maintain an Information Asset Register:

1. 	The information asset register gives an overview on:

1. 	Information assets (both hardware and software assets) according to:
1. 	Ownership
2. 	Type
3. 	Business criticality
4. 	Is it an online or offline asset

2. 	Data according to:
1. 	Data owner
2. 	Data type handled (consumer, employee, product, partner)
3. 	Type of user data stored
4. 	Media type of storage
5. 	Storage location

3. 	Accessibility according to:
1. 	Mode of encryption (at rest, in transit, both, none)
2. 	Password authentication
3. 	Location / hosted
4. 	Remote access method
4. 	Dependencies according to:
1. 	System environment
2. 	System interfaces

o   Deploy and maintain a Risk Register:

1. 	The risk register keeps track of all risks according to status, impact, likelihood, risk map, description, business impact, risk response strategy, contingency plan

2. 	We have started by using a Risk Register spreadsheet and are now considering leveraging third-party technology tools such as Balbix and 3GRC for risk assessment process which gives real time visibility into assets, associated risks, third-party and fourth party risk.

· Record of processing activities:   



1. 	The record of processing activities lists the location where all the sensitive information (PII: Personal identifiable information) by considering:

1. 	Business concerned
2. 	Which department or function is responsible for the processing of the data
3. 	Which processes are concerned
4. 	The channels and sub-processes
5. 	The Category of Data Subject
6. 	The type of personal data
7. 	The retention periods
8. 	The recipients of PII
9. 	The security measured used
10.  If there is a non-EU transfer
11.  The safeguards and measures
12.  If the data is retained in accordance with policy
13.  The reasons for not adhering to policy
14.  The dataflow owners
15.  The volume of data
16.  The type of marketing


·   	Objective 5:
o   Information Security Policy:

1. 	Editing an information security policy that reflects the implementation of the CIS controls and the CAIQ questionnaire across the foundational, organisational and technical functions of those controls encompassing business continuity, disaster recovery and incident response plans. 

o   Compliance policies:

1. 	Privacy policy
2. 	GDPR policy
3. 	Cookies policy
4. 	Terms and conditions
5. 	GDPR legal reviews

II – Application Security Testing: 

As par of the security analysis effort in application and infrastructure security, we identified Application Software Security as a top priority control within the CIS controls list (CIS Control 18, Application Security). The purpose of application software security is to manage the security life cycle of all in-house developed and acquired software in order to prevent, detect, and correct security weaknesses. 

Attacks often take advantage of vulnerabilities found in web-based and other application software. Nine out of 10 reported cyber security incidents are the result of an error in software code. Hackers particularly prize so-called zero-day attacks, where a previously unknown flaw allows them to infiltrate a computer system. Stuxnet, the computer virus that targeted computers in Iran’s uranium enrichment programme, is a famous example of a zero-day attack.Vulnerabilities can be present for many reasons, including coding mistakes, logic errors, incomplete requirements, and failure to test for unusual or unexpected conditions. Examples of specific errors include: the failure to check the size of user input; failure to filter out unneeded but potentially malicious character sequences from input streams; failure to initialize and clear variables; and poor memory management allowing flaws in one part of the software to affect unrelated (and more security critical) portions.

Attackers can inject specific exploits, including buffer overflows, Structured Query Language (SQL) injection attacks, cross-site scripting, cross-site request forgery, and click-jacking of code to gain control over vulnerable machines.

All software should be regularly tested for vulnerabilities. The most effective approach is to implement a full supply chain security program for externally acquired software and a Secure Software Development Life Cycle for internally developed software. Those
aspects are addressed in CIS Control 18.

Acceptance criteria should always include requirements that application vulnerability testing tools be run and all known vulnerabilities be documented. It is safe to assume that software will not be perfect, and so a development program must plan up-front for bug reporting and remediation as an essential security function.

For software developed in-house or customer software developed externally under contract, an effective program for applications software must address security throughout the entire life-cycle, and embed security in as a natural part of establishing requirements, training, tools, and testing.

The actions in CIS Control 18 provide specific, high-priority steps that can improve Application Software Security.


III - Risk methodology and Business Continuity: 

We use a risk methodology that combines qualitative and quantitative analysis
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                            	Figure 3: The elements of risk

1.     We first make an inventory of assets and evaluate the value to the asset AV

2.     We identify which possible threats could exploit a vulnerability in an asset:
a.     EF: exposure factor: percentage of the asset that would be affected in case the vulnerabilities on the asset would be exploited by the threat
b.     SLE: single loss expectancy: SLE = EF * AV
c.     ARO: annualized rate of occurrence: frequency at which the threat occurs in a given time frame. Likelihood of each threat being realised
d.     ALE = ARO * SLE : overall loss potential per threat ALE (annualized loss expectancy)

3.     We then research countermeasures for each threat and perform a cost/benefit analysis of each countermeasure for each threat for each asset

4.     We select the most appropriate response to each threat

Security should be cost-effective and it is thus not prudent to spend more (in terms of cash and resources) protecting an asset than its value to the organization. If the cost of the countermeasure is greater than the value of the asset (that is, the cost of the risk), then it might be preferable to accept the risk though we should also consider the unquantifiable risk in the form of intangible value (reputation, goodwill, share price, intellectual property loss, etc….)

There are possible responses to risk:

A.    Reduce
B.    Assign
  						C.    Accept
D.    Reject
E.    Transfer 

As part of risk management and business continuity planning, we evaluate which response we want to give to quantifiable and less quantifiable risks, and both tangible and intangible risk factors. Those risk assessments are supported by technologies such as 3GRC cyber and compliance assessment platforms / Balbix for vulnerability management, internal and external facing.
                                                          
[image: https://lh6.googleusercontent.com/An5y_dg6pPzApI9U_Fa8aC5EIqRK_UeDLbJgboNbEQWXbMhP3E_m8didRbxvT5Yl-MTxOa9TtDKTdM0Uwoqlzak5c61R6x7a7vRq8jQohEbdkXto3l62qqo6c6EF5qb0prH2QUUi]

Figure 4: Risk Management framework


IV - Vendor selection: 

An important aspect of any cyber security, compliance and digital transformation programme is the vendors’ technologies that need to be integrated into the platform in order to strengthen its security and compliance posture. Such technologies are the bedrock of the CIS controls and it is our role to give precise recommendations on implementations. 

As part of the CIS controls methodology, we have started to outline a vendor assessment process and organised a number of demonstrations. The process leading to the choice of a technology is an important step as we consider that the right output and choice for a given technology should naturally flow from the right selection processes. Indeed, as we develop the CIS controls, we are keeping track methodically of which technologies could potentially support which controls. 

As part of the analysis on application security testing (CIS Control 18), we tested tooling technologies to identify weaknesses on software code. 

As part of endpoint security (CIS Control 8), we had a demo of Cylance, a leading endpoint security solution that leverages the capabilities offered by Machine Learning and Artificial Intelligence. We are currently in the process of considering a POC (proof of concept). 

As part of email security (CIS control 7), we had a demo of Mimecast which is a technology that provides a layer of defence for email security, in particular by providing protection against phishing attacks, spoofing and other types of attacks that use emails as an attack vector. It is worth mentioning that email is the number one attack vector for APT (advanced persistent threats). 

As part of continuous vulnerability management (CIS control 3), we had a demo of Balbix, an AI tool for continuous vulnerability management, asset inventory and inventory monitoring that gives real time visibility by providing a heat map on all assets in a company’s perimeter. By heat map, we mean a risk impact analysis providing the likelihood a risk would occur and the associated impact. 


V- Business Requirements Documentation and MVP documentation: 
We created a template for Business Requirements Documentaion and an MVP xl workbook based on the initial MVP functionality document that is keeping track of the various components of the project so that we can relate where in the architecture is applied a particular security and compliance control. 






VI - Conclusion: 

CCHQ has engaged in an exciting journey with ACBM and its suppliers and is committed to bring operational excellence to ACBM compliance and security program. In this document, we highlighted CCHQ methodology to address in the best possible manner the most pressing compliance and security issues. In our proposal for future development, we will look into how to build up and expand on the achievements to date.  









































Appendix I: Cyber Capital Partners Methodology: 

CCP Methodology:

1.     Risk Appetite: Assess cyber risk appetite and how it relates to the governance, risk and compliance framework

2.     Risk Assessment: Perform a risk assessment, gap analysis and quantify cyber risk

3.     Mapping and Testing: Mapping and testing of security controls, encompassing third-party relationships

4.     Information Security Policy: Structure an information security policy and develop contingency and incident-response plans

NIST framework: National Institute of Standard and Technology

The NIST guide is designed to assist companies in running a risk assessment, which is always the first step towards understanding vulnerabilities. The basic principles of the Cybersecurity Framework are as applicable to small businesses as they are to large organizations.

1.     Identify:
a.     Cyber risk assessment, Gap analysis and Technical Security evaluation
b.     Asset management, Business Environment, Governance and Risk Management Strategy
2.     Protect:
a.     Security review and scoring of third parties
b.     Security controls reviews, analysis of patches
c.     Access control, awareness training, data security, information protection processes and procedures, protective technology
3.     Detect:
a.     Application security testing, vulnerability scanning and monitoring, penetration testing
b.     Anomalies and events, security continuous monitoring, detection processes
4.     Respond:
a.     Scenario analysis and incident response plans, assess incident response readiness and effectiveness
b.     Response planning, communications, analysis, mitigation, improvements, Play Book
5.     Recover:
a.     Business continuity planning and stakeholder response management, remediation following a Cyber incident
b.     Recovery planning, Improvements, Communications 





Appendix II: Cyber Capital Partners Technology and Solutions: 

CCP Technology and Solutions:

CCP has established a wide range of partnerships with carefully selected cyber security vendors to be able to provide the right technology mix to its customers, meeting their business and technology needs and requirements and covering the entire spectrum of security and compliance controls.

Technologies covered (and not limited to):

·       Advanced attacker deception
·       Advanced threat protection
·       CASB (Cloud Access Security Broker)
·       Cloud-based secure enterprise network
·       Cloud infrastructure
·       DevSecOps
·       DDoS (Distributed Denial of Service)
·       Digital Threat Management
·       DLP (Data Loss Prevention)
·       Email Security
·       E-discovery
·       Endpoint Detection and Response
·       Forensics
·       Governance, Risk and Compliance
·       Intellectual property
·       Insider Threat prevention
·       IT operations and analytics
·       Network and Application security
·       Next-gen endpoint protection 
·       Penetration testing
·       Privilege access management
·       Security scoring
·       Secure conferencing
·       Secure operations centre
·       Secure virtual data room
·       Threat isolation
·       Threat intelligence
·       Multi-factor authentication
·       Vulnerability Management
·       Web application security





Appendix III: Deliverables and Documentation: 

1. CIS Controls workbook 
2. CAIQ Questionnaire workbook
3. Information Asset Register workbook 
4. Record of Processing Activities workbook
5. Risk Register workbook
6. Information security policy word document 
7. GDPR and Privacy policies word document 
8. MVP xl workbook 
9. Business requirements documentation word document 
10. Application Security testing report word document 
11. Comparative analysis and Vendor assessment process templates workbook 
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